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(57) Abstract: 

PROBLEM TO BE SOLVED: To provide a system that 
prevents internal data from being leaked or lost to the 
outside. 

SOLUTION: A segment controller 22 in a segment de- 
marcated by a router 14 where machines 16, 18 are 
interconnected via a LAN 20 acquires signal sent onto 
the LAN 20 and identifies a sender and a transmission 
destination of the acquired signal. Then the segment 
controller 22 discriminates whether or not the access 
right from the sender to the transmission destination 
exists, the sender is registered and a document going 
to be sent by the sender is a document whose trans- 
mission is inhibited or others. When there exists any 
trouble, the segment controller 22 requests the ma- 
chine of the sender and the machine of the destination 
to disconnect the communication, transmits a report to 
a system manager to indicate occurrence of an access 
without the access right for the system manager and/or 
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(57) [Hft] 

<Dv>»16, 18^LAN2 0^ltg^n/ct 
AN2 0±*caSfflStiyfc«#*K»U. BXffb/cfi-^O 

-h*iSfiU fc^^/^/di. Sf§7C-vLAN2 0£ 
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8MB* ^ h 7-*±fc&asti/cm#£ffi»* 

7* Afl^^CT *? -fe X^tCDM^T ^ -fe G/c C <b £ 

[»*E2 ] ^{l7cOvi/>tcR|-r^ IP7F U^fc' 

M IE * * h V - V (C ggft ?n/cvi/>0MAC7KUX 
mifS^ff tcCOM A C T K UX#9I§*3 tiTl> 

friBMAcr Kux#^stiT<,>&i>t§£k:> bjibss 
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fyfB^-^itfi^ig^^^^o^or^^ii^c, 

So 

w * ^ ^ ± $ ti /c <d ^ * n * c » c <b * « K *r c t 

n/c ^> g tin ^ t^s^ *?m^f ^i, 
30 MIBff-^cc^<XWJ^^^tirc^ii^^, MIBjH 

40 ^^©ilfi^WS-r l)fISSr * o x , 

x % mmztitc*-At)Z9ik?ffiwz&misx, zti* 

IWSJSWfOlS*, *-A*tc«fcSS:^5»J*Cc»±atir 
(r^fco^itirc^ii^c, ^xrAWii^ccfca 
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3 

in&m 10] £ hit. mmfcCD-TisisttCM-rz 1 p 

iulS** h9-^tCg^n/cvi/>©MAC7KU^ 

Bute* 9 h 7-^±ccinai3n/cfi-^«:B(f#-rsm#K 40 

milE^ff 7c©M ACT KU^ ^BEfiCSM £ ftTl > 

v is >«K^S i . 
SulBMACT K UX^Stitl^j:^^, BuiBiH 
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fceai-r^SfusP-hiffjsRu, *5<ttf/*fcw\ stria 
mils. 

e>^«^©a«^Kffl-rsiifiKffi«Br*or % 
friBX^J*^ft*»±3n/cfc<D-c*'-&»^«:. Suia 

U^-h^fP^L. *5<fcOV^/c«, ttKiMSc-^* » 

3<Df5in^-«cciat8c?>aMStsKa^W'r-s 

C»*a 1 5 ] SBflHEWKBaP, *fe ^ ^ > h 

fc cfc cw» <l ©a<i*fj pscc Ri-r ^ ft® ots* £ * ists o 
/cf-^^-^^^c tzw&tfztmm 1 4 

[0 0 0 1 ] 
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[0 00 2] 

* v b *7-^tcfc9 n>t^-^ (£"5-Y7> h7y 

[0003] c<D£*>( ( cftmctevz>m&<D7 : -zmm 
^mzttt^mtDT-zmm&viffette&t, 9b%$& 

*v b&i>LtcftB&%<DmA<<cttLXte7 r JTV * 

-)i*&vz>ctx&*>m&ffi±xzz> 0 Uc^ot, 
Mmffiflicii^n/c n > t* ^ - £ is* ^ a ccfco 

fczm-tx^z. 

[0 004] 
[0 0 0 5 ] 

<£?>V£fc«. fifie^ffTt:^^ * f? ores* 

[0 00 6 ] #«gjOc<fcfttf, u-#;U&* * F?-* 

sis** f y-?±.t<cmm$tiz>m^ o**v f> *m 



(4) ^2 00 2-2 3 2 45 1 
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[0 00 7] *Si©»3S Ll^iSStCfc^t«, a 
ft7cCDv^>«:^-r^ I PrFUXWW- F#^ 
2m$t<DW>&cKIT6 I P7 FUXtecfcO'tf- F# 

[0 0 0 8 ] *»W<DSII©JU6««CC*$C*T, n>-$rcc 

j:o^aB<ta>iffl^iii5£3n, fr-?, tt»©^>#n~ 

^m-fimx. mm*? by-zicmmztxtc^uxDM 
±.t,cmm £ n/cm^^mf#-r & x r ? , s?iBBXf# o 
iBiiftTucDMAcr f ux3wa»snri>S3W53^*« 

ffif-SXf 7 7"i, MiBMACT FUX3&sa»S*iri» 

su^Fifpflffsx^-^imt^s. com 

<D&&*v by~2ZfrLtcTt>*teZZm#>Z>Ct&nl 

[0 0 0 9] *»W©3 6CcjJ(©IBKI»»«:*jCiT:, 

(Dx&zfr&frzmwi-fzxT-v yt, y-Jws«3&JB 

50 ^^Itfci^^SSU^ hZttmrZXf'y? 



[0010] J: OJf * U^IB56S8a«:*j(,*r«, 
tt7 7 >f^i, fcitf/Sfctt. 3££?iJ*K:^±3 

[0012] *«W©S^CcSiJOiSSfcJ!ltttc*5CiT, 

v h ?-^4/rOTg^£ft/c5>;*f-A 

[00 13] ^rAtt l W±©Jb-£te<fc9@i£3 



(5) ^2 00 2-2 3245 1 
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[0 0 14] Sfc, ^-*Kl<fcgjfgiS 

-h*mSU %s£U/*tc\*. S«ia36fs7C^* ? b 7 
3fe££ft£o 

[ooi5] *jo*«iJB«K:*ji>T, mmwsmmt* 
i > & t , wmm%7t<D'?is > *$ <j: o^ff^co^ *y 
atria*? h»7-^±tcasffl3n^«#4K»r^ 

m%$g±2titci><DX'$>Z>m£;<rC^ SuiB^7t:(Dv-» 

0. fcJ:oV$/c«, SWB2S«7C^*y F7-^*^l 
[0017] S 6«C3S0©I»S»«CC*5(,^T. Sfifitt^ 
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*tl/X\ J-)Umm<Dtp±iS&L. B* 6 tittle - 

;t^<i#£ D/cci^t, v'X^AirsgKfoi-r^ 

[ooi8] ±eai(iBMttiB«. ju-^icHjestifc 

hrt<ov^>pa©a(t»jiscciiiirs@w©««iv io 
•fe^> hrafc J: ^ssioiimsfffitcffl-r Pilots 

[0019] 

ltC^^MC, C(Dttrt->^^A«, S»Oi2y^> 20 
h 1 2 - 1 , 12-2. • - • 4*bn»5. &-te^ 
> h (/cii^t^> h 12-1) tCteUTtt, >>l>- 
£14, ^7-fr> h v>>> 1 6 - 1 . 16-2, * • 

«:««5S*iri**. LAN2 0«:aa«sn^i/- 

£ *^ 0 T ffe<D Hz y M > h <t <D $ jiff £> pjffi 

[0 02 0 ] &-fe^> h 1 2fcfcJ\ h 

-7 2 2lt £ilt, ^g$n/ct^>h 1 2&c*5 
LAN2 o±tea$nsf-^ {*>rv Y) % 

sstaT^cfc^ic^on^o #-fe^>h 12-k i 
2-2. • • •iJLAN2i*^irs«sti 4 mmc 

[0 0 2 1] £/c, £>£-fe^y > h 1 2 -nCC». £5 
■52 2-n<D&5£\ l±fr>^f A^, ffoDttF^X-rA 40 

[0 02 2]S2» I -fey^> hn> ha-72 2CD*g 
t^>hn>Fq-722IJ, LAN2 0±(D(I 
3 2 ii(gKagP3 2tcJ;0K9jA*4lA:fi#K:»^ 50 
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<t ©ib& £©r ? Jzxmommzmm-? zTz-txism 

tcT tHzTsWr-Z^-T, (DB) 36i, LAN20 

«t, LAN2o±{casai3tifc<i#tt:s^#, aimsto 

r f u**se»4 o t , as«*WHir^*iis«5t^a« 
s:*©x^j^E* $ titcmm mkw«d b 4 2 1 . « 

^6, £v^r> h ^>>^©:x-incj;£*~A#& 
^T^~#£§MT£*~A#SSB&4 4£, :x-mc 
J:**-A*#iEtt3n/c*~A#DB4 6 +-A 

**JBtffra*-A*«#?»4 8i, iMKcii^tc, r 

a^ilfi^K^SSiSS 0t, ^jEttT*-feXtt£*«I 
<t, T^-teXn^lStS-r^r^-feXn^DB5 4i^r 
[0 02 3 ] CO^^tdftfiS^n/c-fe^^ hn>ha 

(2) i^pc (aiisti-r^anpc) <d* » h± 
r<D»i«jt 

(3) ^sa^-juasfi©a»r 

(4) ^A^^^J;« 

[0 0 2 4] (1) r^-bXlMBlOR3e*f 
m 3 fcj; Via 4 *SU60^S8tC3&>^-5 T ^ -b X^JI^ 

CCttt, *S^7-f7>hW>16^ [Hi— CDH-^ 

^> h 1 2rtcoit-^i 8 tcr^ ^xrst&^co^si 

[0 02 5] H3tc^T<fc5tc, ^^>rr>hv^>>i 
6 (c©ti^cc«^^^r>h 7>» r a j 16-1) 
^6, -tfwfi 8 (c©»^ccttif--y< taj 18- 

1) tC, T^-b^^LAN2 0^LtM^n/c 
KCC (^f ^7*301) k -fe^>M>Fn-722 
03lff!gflSB3 2«, LAN2 OUcmmZtltcCCDT 
^•fe^5jt^mf#L (^^3 0 1 - b ) , r^-fe^ 
7n*5«fcO'r^*fe^5fe©^^>4«F3e-r& (Xf^"30 

2) . #C(,>T\ r^-feX«|«ffi8B3 4«, r^-fextgD 

B3 6^#iir, r ^-feXTc^^r ^^x5fe^or ^ 

H2^«l^*^^S^^W»r-r-5 (Xf-77'3 03) . r 
^■b^fli*i*S»&(c« t -fe^^>hn> ha-72 2 
r £-feX7t;^6r ^-bX^OT ^t^M^/ c c 
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tt£T*-feXQ$ r DB5 4K:iEtt"r£ Uf ^7*3 0 
4). CODW^tCtt, 7^X5rc£>&1J--^ TAJ 1 

hv5>>r a j 16 - HcMt^ (Xr7 7"3 0 
6) a 

[0 02 6 ] ^CD— r *42*tB#tt;frofc»dCCO 
#H4*#j«or»?8*J!niiL«. cent *^r> 

Fvy> 16 (^^^r> r a J 16-1) io 

T^XttllCDfr^-^l 8 (COtg^CCttlf- 
ATBJ 1 8-2) ter^X^*£U/ci#^CO(,>T 

[0 02 7 ] EI4{C:tel»TX^* 7*4 0 1 7*4 
0 3« % (S3<DX-r ^ 7*3 0 1 -**X7vZf3 0 3 <t|5jD 

wtWMiia*5 o#, r^t^©vy> (^^^r>h 

v;y> r a j 1 6 - 1 ) tecfctfT *-fex$fc<Dv» 
wcTBj 18-2)(D^c, iIfHB©rg3fc£3lfIf 20 
^ {Xf^4 04, 4 0 5) Q C<DMft*W«rS*»* 
T £ x ^> > i o r \XT V *te Xtc*p 6<D$J»r S 

T^X^CD^^VKioTteT^-kX 

[o o 2 8 ] cncccko, ^^t> h-^>> r aJ 1 

6- 1 TBJ 1 8 - 2tC*Jl^"CiHaW»TC0 

Mfi#^ff£ft£ (Xy-*7*4 0 7, 4 0 8) „ cn&t 

r^-fexpw^-fe^o^DB54fc 30 
SBttsna Uf7^40 8), *yt, i4Mk:j£dt, . 

T £ Hr X ttCD&C* v > 6 COT * -fe X o /c C i £ 

«^ii*pteSSl55 2'crf^$n v cwifi^ns 

(Xf 7^40 9) o iiSlUtf- Hi. fifS 

DB3 6^ia«3nyt^-^<DWi«:^riar*&. 

OCSVJMcSfc, 7*HrX« DB3 6CC*5l>TW:> -fe^/y 
^•feXlittfRB 0 0 -i2^>Frt«^>X7-A 

rtor ^ -fe ^i^asiz/fc^ a 1*37 ^ x*ts m 5 
o o s*. -s-fe > h i 2 ccnw^fc®^* o , s-fe y 

«fR5 10tt, ^t©-fe^>h3>ho-722^ 50 
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[0 0 3 0] tc£*.\x. -fe^>hrtT*-fexiiti$a5 

0 0it V-X7>» (7^-feX^u) CD I P7FU^ 
^F#fH^5V-X7S/>tl« (W#50 1# 
M) ?GT5fc^> (7*-feX5te> CD I PTFUX^ 
h#^6^-{S55r5tvt/>1tfR <flF#5 0 2# 

RgCDrt^^^T$»JI*Stt$R (£Hf 5 0 3#J8D tfrhtzZ 
^-*cDffl£^A/C(,>£ 0 T^-feX$tJPKCCW, fci*. 

as<z>«jK, ws^r^-feX7c^.-tf^(Djiai, 

B3 6«, i^fiAjrffl^^itco^-^Offl^iRSUr^ 
-5. cn« % sfcWCJt&T, 7*-teX«eHSB3 4K:«i: 

[0 0 3 1 ] g/c, VX^ArtTd7-feX«i1f«5 1 0 

[0 0 3 2 ] r^-feX*<0W«R*«KT4ftiffl (03 CD 
Xf- ^7*3 0 3, U4CDX^ 0 3) tCfc^T"*. 

7*-teX«efflS53 4#. T^-feX«IDB3 6£tfcs!sL 
X. 38v-X7i/> (7*-teX7G) CTUt, %T5fc 

v 5> > j; a r 9 -fe x mm & £ <o ct o o c a ^ r c >s ^ & 

[0 0 3 3 ] CCD^^CC, *g|3E*©jea8CC*JCir«, -fe 
^> hF*9CDT^-feX, -fe^> h^CDT^-feX, 36 

^c^ x ^xf*A^f^cDr ^-fex^c^i^r, -fe^^>Hr3 

>hP-7^^> h4*CDLAN±^3l^M-*t^ta 

r^-fexsijfficcufc^or, iim 
cd^K^^cd^S^^tT^o Udm. is«>6nr 

[0 03 4] (2) *&SPC07 5"bX^ih 
^cdv^>>cc J:^{fecDv>'>^cDT i'-fex^irt 

^#utlan2 oicmm'zm^&ihZo ccd^^ 
tti^cc, HA07i/>^^ juxtc/^un^cO, 

-e*i#*>*. $/c, f@ACDv^>Cctf$g^^^>P- F 
CCD<t ^^T^-feX^MRSL, flfeOv^>^(DIWS 

*>m neonate L«%aw6ci»±r4. 

[0 0 3 5 ] C<DtctblC> •fe^>h^>hn-722 
/ci^.«, H2^^> h 1 2*CCl5S3tlLAN2 0 
<hS"3K$tlTC^^7>f T> h v>>> 1 6-^-^1 8 
<D, ^h-etlCDMACT KUX47*HzX*DB3 6 6C 
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-/< TAJ 18-1) tC, 7^i2Xg^LAN20* 
1 -b) . 

©MAC7FUXt»SU 7^-feXtlDB3 6^$ 

*\ oil r^^^^fiSCv^>^5^^(R-r-5 

(Xf'>7'6 0 2r>fxX(Yes)) , ^3CDX 
■f'9^ , 3 0 4 < !:KR|«Ojaa*S||tf8ti*. *©— 
X r 7 7" 6 0 2 t y - (No)<i:«»T$ tl/ci|^CU, 7 

^x^r&&^&5^^7> h v-»fci:o*7^-fe 
^5fecDv5» r a j i8-i) wxjjtc. mm 
mwtw&*mm?z> (xt-v^g 03. 6 0 4). cn 

1 8 -2cc*st»rafi«jK©«iffl3&siiffsns (xt-^ 

^6 0 5, 6 0 6) . C*UC«fc9, *&a75/>^60 
7^X#*Pl±2ft£o 

[0 0 3 7]*^ T^tXP^T^tXP^DB 
5 4CC§Bt££ft£ (Xf77'6 0 7) . */c, i&KCCffl 

Mftiu*- h^^v^>cc>rt-r^7^-fex^^6 
5 2ccrftfiRsn, cti^sntsn-s Uf^eo 

8) . 

[0 0 3 8] (3) ^FRtty-iWSWCWiK 
- ^ i£fl £ ffiiLT * /ca&t&Jffiffl *mi?Z> C t h X % 

60 cn«, LAN±&c^m$n/cy-ju^^ta-r^c 

^■T7a-^t-F-C$)^, S7&t^Tcfc5K:, 
^^7>h"7>'> (C©»^Ccra*'7-f7> hv^> 
Taj 1 6 - 1 ) h) tfjg 

(f£ft/c£#&C, -fe^> h3> 2 2<£>jl{f§ 

8*I8R3 2tt, LAN2 0±CC3im$n/cy-;KD^^'> 
Uf^70 1 - b) , 3^?U/7FU* 

7 0 2) „ 

[0 0 3 9108^ ^lOfStC^SXf-^? 

0 2 (D,* - ;u^mt* ^mmmm*^? 7P-ft-Ft 
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7n*y«fc^ai«3fe*«F3E-ra Wf^so 1 ) . *mm 
-rmmnzmznx tc±jt& w^ettc-*- 

10 ttl»y-^ai«ife*R3ESti, Scl>tt> M7 7>(^ 

[0 04 0 ] 3 6tc> 2MB»©JBlBCCtol»rtt, 
(omm^^Lx, B2&6ftri>fci>:fc^J4teffiT 

SSB4 0« 1 SmSOv^^^SSti&i, £ft#B 

2) , ift7 7 >fJl/0Wi (Xf^7*8 0 3 ) to£Vm 

8 0 4) £«&tU C*i6<*0*fr*^RT*^ (±T 
20 ©x-r » ^r^-(No)) <Dt#^c, y ~;Uj*{f £f^F 
6 *7"7 0 2 KIT -fx* (Yes)) . ^-JbS6fa# 

sSW>6n^i&&tC«, H3^7-^3 0 4KBO»I 

[0 0 4 1 ] 3*7* Xf77*80 2-8 0 4(Df5Jtl 

Mcfc^t>fxx (Yes) tvmztizt. mmzwvi 

T^Svrjt^twViZti (xt>; :/7 0 2tcry-CN 

o)> , y-^aMMSswfWjsn 

7*8 0 5) % CW^-W-^'^fl^n^ (XT7 

7703), c*ucj:**n ^-JHf-^'ccfc^rii, ^ 
30 -frmm&tp±ztiz (xf^7'704) . 

[0 042] */c, 7^irXP^7^tXpyDB5 
4CCSBt63-*i (Xt-77'7 05) , *>>o, S£{f#Btf>6 

s&aAjfe&ff5 2ccrftjs$n, ^en-e 

7*7 0 6 ) 0 /ciiil ^t^fiXOit^Cl^ >*-;U 
[0 04 3] (4) *~A#©*-*-:te<J:tfjB*T 

±^U/c<^^cc, #HJ6(Djfc«rtt, ^-;^if»c^ 

MHO*S^-^iSfl^PfiiL*rSCi»Hitr**. 
6CDS^rCCX-^x> h^D^7AWfe>f>X h-;b 

50 -^^tiin^o la^nw-xho-^of- 
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[0 044] 09«, l^M<DBmt<Cfrfr2>*r-X b P 

>b v^>> 1 6£>x-^x> h7*v^AH ^-+f(D 
^XhD-^^fl« (Xf ^"9 0 1 ) 0 Kg© 

6^iea$*l/cfe^^> h 1 2*©-fe^>> h3> hP 
-^2 2CtSi;*ft£ (Xf 9^9 0 2) o 
[0045] •te^^>hn>hP-^2 2&*r-A b P 

"^40 3). X^V, *-A#»*t8P4 8», *-A 
B4 6 h n-^fts^ffitr, eft 

/cx^j^s* n* $ ft e 

9 0 5) o +-xha-^tcS^<»W<3!)*S^ fsJ6^ 

(Yes)) . K»3>V-Jl/2 4©e®tKirfiJtt't\ 31*0 
h*f&£l/T 0 6) . CCD 

3*ift«ai>. cfttcj:*), ^fgagec. ^7>fr>hv 

[0 04 6 ] *«S6©^«tC^SKtftn>V-^2 4 
«CteUT«:» b p> h P-^ 2 2 £>6<DiIftlU 

t5J:^c^otc^ 0 HlOtt. iS3>y^2 4 
(D^j^g(DH®±K:^7jT3 ft/ci®^!l*7^TS'C$> 

^1 0 (a) CC^*TJ:0«:, Mn>V-Jl/24(D 

>hvi/> 1 6, If-^'l 8&£) fc^LANCDSitS 
J&«3&*«7S$ft£. B10 (a) CCbl>T, Zcix.fl 
^ 1 0 0 2 0CT7nTfc(D#v^>£^U fiFf 100 
3{CT7Sr*>©*5LAN4*-ro CCt, t^>F3 
> b 2 2 0 . &£-fe#V> bt^cD^t^Cte 

^r, ( i ) - (4) ktumbi/WBH (r^-fextto 

X, £l±3ft/c^--;lo£ff. *-A#tcteWSHH) # 
^Dr^-5t«K3ft, a*nu*-h^ »«=i>y- 

;U2 4CC#A6ft/cig^&C«, aSraH^4Dfc^^> 

3ft5 0 0 4#M) . 

[0 04 7 ] lffl3>V-;b2 4<7>tafpg 
tt, v*;JUjc£©A#«B%»fPOT, 810(a)© 
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10 (b) ^-TJ:^CC k MfcJUtf- hCt^gft/cfgfR 

[0 04 8] A*K«*»f¥Urv^>*Jg«L/ 
10 *£\ Dy^3v>K^A^t^Ci(CJ:^ SSv 
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